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The intelligent and connected car is no longer a futuristic concept. With each new 
model launched, leading automobile manufacturers are pushing out increasingly 
sophisticated navigation, safety and infotainment features. Artificial intelligence 
is taking root in newer generation automotive, with feeds from radar, LIDAR, video 
camera, various sensors and various communication networks.

This is an exciting time for electronic engineers working on automotive electronics, 
but there are technical challenges to realize these advanced technologies. This 
paper will examine the RF and microwave systems in the car and the challenges to 
verify their operation and troubleshoot faulty issues. 



2 dataTec  ▪  Ferdinand-Lassalle-Str.  52  ▪  72770 Reutlingen  ▪  Tel.  07121  /  51  50  50  ▪  Fax  07121  /  51  50  10  ▪  info@datatec.de  ▪  www.datatec.de

02 | Keysight | Automotive RF/MW System Verification and Troubleshooting Tests Using FieldFox Handheld Analyzers - Application Note

RF and MW Communications in Automotive

Most technological advancements in the automotive industry are around sensors and 
communications. RF/MW communication has been a key element in the development of 
autonomous cars.

Figure 1.  Wireless technologies within 21st century cars.

For automotive operation and safety, many sensors and communication systems are 
deployed. For example, GPS provides the current location of the vehicle, radar helps 
to keep safe distance between cars and other obstacles, LIDAR (light detection and 
ranging) and video cameras provide 3D-road images and mapping. The new DSRC 
(Dedicated Short Range Communication) capability, based on the IEEE 802.11p standard, 
enables cars to communicate and coordinate with each other to ensure safe driving.

For cars to communicate with people and the Internet, cellular technologies such as LTE 
provide wide area communications. Within the car, Wi-Fi and Bluetooth® create a local 
network to share the LTE link. FM radio, digital audio /video and satellite radio provide 
infotainment for passengers. 

The frequency spectrum used in automotive communications ranges from 100 MHz to 
77 GHz. No other machine has such complicated systems that must work together as 
well as not interfere with each other or the outside world.
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Addressing Automotive RF/MW Issues

Automotive wireless systems operate across a very broad spectrum, which means that 
the equipment operates on both licensed and unlicensed bands, with a broad range of 
operating frequencies. To further complicate matters, the surroundings of a vehicle  are 
unpredictable, posing significant challenges to characterize its RF conditions and the 
RF/MW system performance.

There are many antennas installed in a vehicle, including multiband cellular, GPS, Wi-Fi, 
Bluetooth, NFC, ETC, TPMS, DSRC and radar. The isolation among these antennas needs 
to be carefully designed as well as tested to ensure they don’t interfere with one another.  
Additionally, because RF/MW components in a vehicle are highly integrated it’s not 
always possible to test its design parameters such as return loss and insertion loss in the 
field. Over-the-air signal verification can be used instead to test and infer any possible 
performance issues. 

Because vehicles now contain so many RF/MW components and antennas they also 
have many RF/MW cables and connectors, and with limited space, troubleshooting cable 
faults can be challenging. RF cable failures can greatly impact communication and radar 
systems. In addition, high speed data paths can generate crosstalk interference to RF 
systems.

Vehicles are constantly affected by various interferences due to RF/MW communication 
systems and the surrounding environment. For example, cellular and Wi-Fi 
communications can encounter interference by other cars, environmental surroundings, 
and powerful transmitters from base stations. These interferences can cause call 
drops, data session disconnection, handover failure, and denial of services. We have all 
experienced these issues, in some form or another, on modern communication systems.

DSRC/IEEE 802.11p operates on the 5.9 GHz band, which is very close to 5.8 GHz Wi-Fi 
and the unlicensed point-to-point microwave band, so it is susceptible to interference by 
those systems. This could be a major safety threat; careful network planning and testing 
are required to ensure optimized network operation.

Automotive radar systems operate at 24, 77 and 79 GHz. The allocated 24 GHz radar 
system is quite close to Ka band satellite radio, exposing the potential for interference 
with satellite systems in this band.
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Automotive RF/MW System Verification and 
Troubleshooting 

RF/MW system testing can be divided into two parts. The first part is hardware 
performance. For example, antenna, cable, and RF components all need to work 
per design specifications to ensure overall system performance. The second part 
is signal verification and interference evaluation over the air. For example, wireless 
communication systems such as cellular, Wi-Fi (i.e., inside the car and from outside 
the car), DSRC/802.11p and radar, require signals to be tested to ensure all potential 
interferences can be mitigated.

In this section, we will discuss a few key tests that are critical to automotive operation. 
These are cable and antenna test, interference troubleshooting, DSRC system 
verification and radar test.

Cable and antenna test
The cable and antenna system is probably the most critical RF subsystem in the vehicle. 
There are many cables connected to transceivers and antennas, sensors, radar and the 
overall electrical system. Bad cables can cause signal loss, radar detection failure, or 
cross talk in control lines.

Because there are many antennas installed in the car, each of them operates at a 
different band, such as GPS, cellular, Wi-Fi, satellite radio, wireless camera, electronic 
toll tag, and tire pressure monitor. Individual performance of each antenna as well as the 
proximity between them will impact overall system performance.

Return loss/VSWR

Return loss (RL) or VSWR is the single most important parameter used to measure 
and verify a cable and antenna system. This measurement reflects the power transfer 
efficiency of a given cable and antenna system. Because of the tight space inside 
a vehicle, it is probable that RF cables will be damaged or bent, causing faults and 
degradation of return loss for transmitted power. Therefore, the return loss or VSWR is 
the best overall indicator of the RF system’s health.

Insertion loss and cable loss

Insertion loss or cable loss characterizes the loss of a jumper cable, feeder cable, 
diplexer, or gain of an amplifier. With Keysight’s FieldFox microwave analyzer, you can 
measure both the 1-port cable loss and 2-port insertion loss; 1-port cable loss is ideal 
for in-situ measurements where access to both ends of the cable under test is difficult; 
2-port insertion loss provides very accurate measurements on amplifiers, attenuators, 
filters and other RF components. 

Figure 2. Return loss measurement.

Figure 3. Cable loss measurement.
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Distance-to-fault (DTF) and time-domain reflectometry (TDR)

DTF helps you determine the location of discontinuities along cables. TDR determines 
the nature of the discontinuities (e.g., short, disconnect, or water ingress).

With FieldFox, you can make RL and DTF measurements simultaneously. This helps to 
correlate overall system degradation with specific faults in the cable and antenna system. 

TDR complements RL and DTF measurements. TDR measures impedance changes 
along the cable and helps identify specific faults. RL exposes mismatch issues, and DTF 
indicates the location of the faults. TDR estimates the type of fault. FieldFox can measure 
both DTF and TDR in a single sweep.

Electromagnetic Interference (EMI) Test  

In addition to the wireless, broadcasting, satellite, and radar communication systems 
installed in the vehicle, there are many digital circuits and on-board computers, all of 
which generate interference and are subject to interference. Locating and fixing EMI 
problems are key tasks to ensure the vehicle passes any required EMC test.

Troubleshooting interference requires wideband scanning as well as focused 
narrowband, real-time capturing capability. Wideband scanning allows the user to 
identify all major areas of potential trouble.  Then, switching to focused spectrogram 
with real-time spectrum analysis can identify and confirm the presence of interference 
signals or intermittent spurs. 

Signals inside a vehicle are complicated. For example, Wi-Fi from commercial services 
interferes with Wi-Fi equipped with the vehicle, and Bluetooth from both the car and a 
passenger’s smart phone can interact with one another. 

RTSA with density display differentiates multiple signals occupying the same frequency 
but with different timings. In Figure 5, RTSA detects two Wi-Fi access points and a 
Bluetooth device.

Figure 4. DTF and TDR display. DTF shows a 
discontinuity, TDR indicates it is due to an open 
circuit at end of cable.

Figure 5. Two Wi-Fi signals and Bluetooth signal 
overlapping.
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DSRC/802.11p System and Its Verification   

DSRC networks provide short to medium distance communication with high speed data 
and very low latencies. DSRC supports public safety and private communication for 
vehicle-to-vehicle, vehicle-to-roadside, and vehicle-to-Internet.

DSRC operates in the 5.850 to 5.925 frequency GHz range, a total 75 MHz with an 
allocation of seven channels. Data rates range from 6 to 27 Mbps. To provide real-time 
services, it has very short latency of 200 µs. 

DSRC is designed to provide vehicle-to-everything (V2X) communication by passing 
information such as traffic flow (i.e., speed and volume), lane occupancy, priority signal 
preemption, toll collection, freight tracking and road conditions.

A DSRC network is a self-contained network. It consists of a communication tower, 
antenna, cable, base station and fiber/Ethernet core. To optimize the network 
performance, we need to test and verify the return loss of the cable and antenna system 
and verify the coverage of the network with a spectrum analyzer. If interference arises, 
we need to be able to locate the problem and find mitigating measures as well as verify 
that the transmitting signal quality meets specification.

Because base station/transmitter has filters and amplifiers in the path before the actual 
signal reaches the antenna, the components between the transmitter and antenna will 
cause degradation of the signal. Sometimes spectrum analysis and power measurements 
may not reveal all potential issues. A deeper signal analysis method is required. For 
example, a slight overdrive of an amplifier can cause signal-to-noise (S/N) degradation 
and increase bit error rate on the downlink. 

To examine the root cause of the problem, we need knowledge of signal behavior in the 
modulation domain. Modulation domain analysis provides key performance indicators 
(KPI) like error vector magnitude (EVM) to determine whether the path of the transmitter 
chain causes SNR degradation on the downlink. 

Keysight 89600 VSA software connects to FieldFox to provide modulation domain, 
frequency domain and time domain analysis. Figure 7 shows demodulation of the DSRC 
signal, and displays results such as EVM and demodulated symbols, IQ constellation, 
spectrum and time domain.

Figure 6. DSRC used in V2X communication 
networks.

Figure 7. Demodulation of DSRC/802.11p signal.
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Automotive Radar and Verification Test   

Automotive radar systems are critical elements in a vehicle’s safety system. They are 
installed around the car to provide emergency brake, blind spot monitoring, lane change 
alert, rear collision protection, automatic/adaptive cruise control and stop-and-go. 

There are two types of radar systems: short range radar (SRR, 24 GHz/77/79 GHz) and 
long range radar (LRR, 77/79 GHz).  SSR is typically used for blind spot detection, lane 
change and backup, stop-and-go and parking warning. LRR is typically used for cruise 
control and emergency brake. 

Automotive radar uses a frequency-modulated continuous wave (FMCW) pulse to detect 
both range and speed of objects. The modulated frequency range determines the radar 
range and its resolution. The larger the frequency modulation range, the shorter the 
radar range. The range resolution is governed by the formula:  

Speed of light / (2 x bandwidth)

There are two key parameters needed to verify automotive radar: peak power and 
modulation bandwidth. A spectrum analyzer is a perfect tool for such a measurement. 
Peak power can also be measured by use of a USB peak power sensor. 

Long range automotive radar frequency band is in the millimeter wave (mm-Wave) 
frequency range up to 79 GHz, and most spectrum analyzers don’t operate in this 
frequency range, especially those designed for field test. To overcome this issue, an 
external mm-Wave mixer can be used to downconvert a 79 GHz signal to RF frequency. 

In the configuration shown in figure 8, FieldFox is connected to an external mixer (an 
OML mixer was used in this example). FieldFox’s built-in signal generator provides LO 
input signal to the mixer, and the mixer downconverts the mm-Wave signal from 60 to 
90 GHz to 1 GHz by varying the LO input frequency. Meanwhile, FieldFox also provides 
DC voltage to power the mixer. Hence, this setup doesn’t require an external DC source 
and signal generator, which greatly reduces the complexity of test setup.

Figure 8. Mixer downconverts a mm-Wave signal 
to RF frequency.

Figure 9. OML mixer downconverts a 77 GHz 
signal to 1 GHz.

Figure 10. FieldFox measures automotive FMCW radar power and bandwidth.
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FieldFox Streamlines Automotive RF Application   

FieldFox is a microwave combination analyzer. It covers frequency from 9 kHz to 
4/6.5/9/14/18/26.5/32/44/50 GHz. It integrates the following instrument capabilities:

 – Spectrum analyzer

 – Vector network analyzer

 – Cable and antenna analyzer

 – Real-time spectrum analyzer

 – Power meter

 – Vector signal analysis via Keysight 89600 VSA software

 – Frequency downconverter integration to measure automotive radar up to 90 GHz.

FieldFox is an ideal tool for installed cable and antenna subsystem troubleshooting, 
electromagnetic interference detection, vehicle communication system verification, and 
radar signal verification.

Summary

Emerging technologies in the automotive industry are driving very wide frequency 
applications, from 100 MHz to 77 GHz. Engineers working in this industry require test 
equipment that can make measurements over this frequency range. Various RF/MW 
subsystems run alongside of the high-speed bus, and interferences from either side can 
hinder vehicle operation, potentially creating safety issues. 

The key challenges to make RF measurements in the vehicle include the following:

 – RF components/antenna are highly integrated, space for test is very limited;

 – Installed cables must be tested and verified to ensure good system performance;

 – Vehicles are subject to interference from outside and inside;

 – Vehicles can interfere with commercial communication networks.

FieldFox provides an effective measurement platform to verify hardware performance 
and troubleshoot over-the-air signal issues. It offers accuracy, functionality and 
expandability to address 21st century automotive RF/MW test. 

Figure 11. FieldFox combines multiple instru-
ments in one to streamline automotive RF test


